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@\%\\‘By failing to prepare,

you are preparing to fail.”
—Benjamin Franklin.




Fiat & Crypto
Share many things in
common, one of those

being Risk Management.

Risk Management is the iaentification,
evaluation, and prioritization of risks, followed
by coordinated and economical application of
resources to minimize, monitor, and contro/
the probability or impact of unfortunate events
or to maximize the realization of opportunities.
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Here is an example of a
Risk Bowtie analysis
focused on the causes
and consequences of a
Sanctions Screening gap

LIt g ki
_ M""’.ﬂ“‘;. l.ﬁ.'l;%imj..fﬁw ;

This same bowtie can be
updated to address
Screening Risk for Cryptos
as there are many
similarities-
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Crypto Causes and Consequences

Sample focused on Sanctions

Sanctions Screening Risk — Bowtie Analysis

Causal

Threats
Stripping @

Not Screeniné (i)

Altering Account:
Name,

Dual Citizenship,
Beneficial Owners
Altering System
Parameters

Stale Research
Data/Information

Egregiously Non-Compliant
Deliberate/Reckless
Educate And Exemplify
Training & Communication

Human Error on
Txn, KYC, Workflow©
Dispositioning

Poorly Defined
Policies / Standards

System Error @

List, Content, Rule
Set or Parametric
Error

Non-Compliant
Careless/Honest Mistake

Empower & Support
Careless/Honest Mistake

Delayed Escalation

Arguable Position

Rejected / Returned
Transaction (FI)

Possibly Non-Compliant
Possibly Non-Compliant

Arguable Position

Dete_r
Prevention

Policy, Standards &
Procedures

AMLCO, AML, KYC,
CDD, Ethics, SOX
and/or third-party
training/seminars

GSC Guidance,
News, Bulletins

Sanctions Risk (A
Assessment

Access to tools/info:
WorldCheck,
LexusNexus, D&B,
OFAC Data

Match Verification
Guidance

Dual Control &
Audit Trails @

Detect
Detection
Screening Expectations:
Compliance Obligations

Block/Reject,
Disclose & Report,
License, Make Payment

Sanctions Risk:
Non-Compliance Event

Screening
Gap

® Barriers:
Real-Time Screening
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System/List
Validations

Regulatory
Reporting Team

Counsel (2)

Detection Intensity

Manual Screening }
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Detection Controls:
Quantitative ~ Qualitative
List
Management

False
Positive
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Threats, prevention detection, mitigation &
consequences are typically associated to:

Advisory: Guidance, policy or procedures provided.
©0perational: Manual/Business Processes

Penalize & Prosecute

Document

* Hazards
* Prevention

React

Mitigation

Investigate &
Dismiss

Audit & Penalize %

Investigate &
Update Policy (A)
and/or Procedures

Audit & Repair
System or Data

Reprimand & Train©?

Review &
Voluntary Self
Disclosure

314(b) & Educate FI

Legal Response

Event Tree

* Detection
* Remediation

Outcome

Consequence

Regulatory Fine, Enforcement Action
& Remediation Costs

No Action

@Engineering : Technical processes relating to access, data, reconciliation, dual controls, & reporting.
Maintenance : Process to remain current.

Reputational Risk Within Institution, with Examiners, Market & Investors




Mapping Out Causes & Consequences

|.) Identify the “Hazardous Event’’, examples:
* sanctions non-detection / failure,
* defective IP Blocking / Geo-Fencing
* defective Transaction Monitoring

 FEtc.

2.) Identify Causes / Threats
* As a starting point, consider brainstorming sessions
that focus on People, Processes, & Technology
3.) Map Consequences

For each cause/threat:

identify a preventative control,

* detection method(s),

* mitigation effortS§ to reduce exposure, and

®* consequences.
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f you don't own your risk,
It will own you.



